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Agenda

Issues Overview & How To (30 Mins)
1. Policy Overview
2. Risk Assessment Forms: HOW TO

I. Sensitive Technology and Research Affiliations of 
Concern 

II. National Security Guidelines for Research Partnerships 
III. Ontario Research Fund (Mitigating Economic and 

Geopolitical Risk)

Research Awards Officer Perspective & Best 
Practices: Soma Tripathi (15 Mins)

PI Perspective: Sunil Bisnath (20 Mins)

Q&A / Discussion (20 Mins)
This Photo by Unknown Author is licensed under CC BY

https://elviejoclub.blogspot.com/2014/12/hacer-planes.html
https://creativecommons.org/licenses/by/3.0/


Framing the Issue



Policy Frameworks
Sensitive Technology Research and Affiliations of Concern 
(STRAC) 

National Security Guidelines for Research Partnerships  

Ontario Research Fund 

Adjacent processes: NRC, Mitacs, etc.

International

*Many policies may impact a project 

Developing Area



Sensitive Technology Research and Affiliations of Concern (STRAC) 

Applies to 
Canadian Institutes of Health Research 
(CIHR)

Natural Sciences and Engineering 
Research Council of Canada (NSERC)

Social Sciences and Humanities 
Research Council of Canada (SSHRC) 

Canada Foundation for Innovation 
(CFI)

Ontario Research Fund – Implications

Tri-Agency Guidelines

CFI Guidelines 

STRAC Lists
List of Sensitive Technology Research 
Areas   STRA

List of Named Research Organizations
NRO

Attestation 
Those named in a grant proposal that 
relates to advancing a Sensitive 
Technology Research area will now 
sign an attestation regarding that 
researcher’s current affiliation with an 
NRO.

Tri-Agency Attestation
CFI Attestation 

Compliance 
Grant recipients responsible for 
ensuring that HQP aware of policy, 
terms & conditions prior to joining 
team.

Spot checks post award

Intentional omissions subject to 
recourse based on the Tri-Agency 
Framework: Responsible Conduct of 
Research. 

Termination of funding, 
reimbursement, denial of all future 
applications, and/or an academic 
integrity investigation.

 

References
Policy 
FAQ

https://www.nserc-crsng.gc.ca/InterAgency-Interorganismes/RS-SR/strac-rtsap_eng.asp#a11
https://www.innovation.ca/apply-manage-awards/resources-apply-manage-award/research-security
https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/sensitive-technology-research-areas
https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/sensitive-technology-research-areas
https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/named-research-organizations
https://www.nserc-crsng.gc.ca/InterAgency-Interorganismes/RS-SR/_doc/Attestation_e.pdf
https://www.innovation.ca/sites/default/files/2024-03/CFI-STRAC-Attestation-Form-EN.pdf
https://science.gc.ca/site/science/sites/default/files/documents/2024-01/1154-policy-strac-en-final-09Jan2024.pdf
https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/frequently-asked-questions-faq-policy-sensitive-technology-research-and-affiliations-concern


NATIONAL SECURITY GUIDELINES FOR RESEARCH PARTNERSHIPS 
(NSGRP)

Assessment of industry partner(s)’ associations
• Risk Assessment Form (RAF)
• NSERC Alliance, CIHR Project Grant, SSHIRC 

Biomedical Research Fund, CFI 

Risks
• Affiliation to military, security
• Mishandling intellectual property / data

Process

https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/national-security-guidelines-research-partnerships/national-security-guidelines-research-partnerships-risk-assessment-form


How is Risk Assessed 
Know Your Research



How is Risk Assessed
Know your Partner



(How to) Know Your Partner
Due Diligence

Risk Tools
Foreign government influence, interference or control Corporate website, Hoovers, Corporate Registries 

Transparency / unethical behaviour such as: fraud, 
espionage, corruption, IP theft, import / export control 
evasions

Google news, legal databases (World LII), google, OpenSanctions / Sanctions Explorer

(Registering IP elsewhere with clear ties to Canadian research)

Conflicts of interest / affiliation with military or 
government (researchers, executives)

Press release, google news, IP Databases, Academic Databases ( Scopus, Dimensions, etc.)

Operates in geographic areas where data and IP is 
vulnerable

News, Corporate website

RESOURCE: Conducting Open Source Due Diligence for 
Safeguarding Research Partnerships

‘Partner organization’ also includes any affiliated parent organizations, subsidiaries, and joint ventures in 
Canada and abroad.

https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/guidance-conducting-open-source-due-diligence/conducting-open-source-due-diligence-safeguarding-research-partnerships
https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/guidance-conducting-open-source-due-diligence/conducting-open-source-due-diligence-safeguarding-research-partnerships


Risk Assessment



Risk Mitigation Plans

•Agreement on research use
•Collaboration history
•Conflicts of interest 

Build a Strong Project Team 

• Motivations aligned
•Governance
•Reputation risk
•History of collaboration

Non-Academic Partners

•Data management / security measures
•Training 
•Mutually Accepted Approach

Cyber Security 

•How, What and When public 
•Value of IP and how to Protect 
•Commercial impact
•Grad students use

Use of Research Findings

• Risks to persons
• Cyber hygiene 

International Travel

Note: Must implement
Resource: What steps can you take to protect your research?

https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/mitigating-your-research-security-risks/what-steps-can-you-take-protect-your-research#3


ONTARIO RESEARCH FUND
1. Attestation process 
Affiliation with Named Research Organization 

2. Mitigating Economic & Geopolitical Risk Form
In sensitive research areas, Ontario conducts open-source due diligence 
checks on all project partners covering previous two years to identify 
association to entities of concern (beyond NRO).

a. Mitigating Economic and Geopolitical Risk Checklist (updated)
b. Research Security Guidelines and FAQs (new)

Process

https://forms.mgcs.gov.on.ca/en/dataset/on00352
https://forms.mgcs.gov.on.ca/en/dataset/on00708


Ontario Mitigating Economic and Geopolitical Risk
Declaration



Ontario Mitigating Economic and Geopolitical Risk
Checklist



Ontario Mitigating Economic and Geopolitical Risk
Text Box

• Named Research Organizations
• Home – Chinese Defence Universities Tracker — ASPI (Very High, High, Med)
• US DoD List 
• Sanctions

1. Declare / Detail “Risky” “Collaborations”: 2 Years prior – Project Completion

• Is your research considered “sensitive” (See NSGRP form)

2. Know your Research

• Building a strong project team
• Non-Academic Partners
• Cybersecurity & Data Management
• Use of Research Findings 
• International Travel 

3. Detail how risk assessed / mitigated using these headers

Must implement

https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/sensitive-technology-research-and-affiliations-concern/named-research-organizations
https://unitracker.aspi.org.au/
https://rt.cto.mil/wp-content/uploads/2024/07/FY23-Lists-Published-in-Response-to-Section-1286-of-NDAA-2019_clearedv2.pdf
https://sanctionsexplorer.org/


MCU Definitions 

Conflicts of Interest (CoI): May occur when Funding Beneficiaries have undeclared appointments, roles, 
and any material relationship with a foreign entity.

Conflicts of Commitment (CoC): May occur when a principal investigator’s (PI’s) time becomes 
committed to two different activities or to the same activity that is funded by two different sources.

Collaboration: Scientific collaboration including but not limited to collaborations involving co-authorship, 
co-publication, co-hosting of international conferences, joint research, or joint funding recipients. This 
may also include more formal relationships such as a memorandum of understanding, partnership, joint 
venture, joint funding, joint degree/exchange program, graduate student supervision, visiting scholar, 
or participation in a foreign funded talent program.



MCU Definitions (Con’t)
Funding Beneficiaries: Any individual identified in the Ministry research funding program application who 
would be a partial beneficiary of the funding, primarily: PI, other researchers on the research team (co-
investigators), industry and commercial partners, visiting scholars, students and staff who may also 
potentially become Highly Qualified Personnels (HQPs).

In-Kind Support: Non-cash contributions in the form of a good or a service donation received by the PI or 
any co-investigator(s). Examples may include, but are not limited to; lab equipment, consultation, 
travelling tickets, and hotel accommodations.

Non-disclosure: When Collaborations, relationships involving funding or In-Kind Support, Conflicts of 
Interest and/or Conflicts of Commitment are not disclosed in the application as required and the due 
diligence uncovered material evidence to support the existence of any of the foregoing.

Relevant Period: for the purposes of research security evaluation including the Application Attestation 
Form, the relevant period encompasses two (2) years prior to the date the Named Researcher signs the 
Application Attestation Form through to the anticipated completion date of the proposed project.



Issues
Open Science
The continuation of a collaborative research system where the 
importance of all talent – domestic and international – is 
acknowledged. Openness and security are not contradictory but 
complementary and mutually reinforcing. G7



Intellectual Property Protections

Know 
your 

Partner

Protect 
your IP



Safeguarding Research -
Research & Innovation 
(yorku.ca) 

Rebecca Irwin
Director 
rirwin1@yorku.ca 

https://www.yorku.ca/research/research-security/
https://www.yorku.ca/research/research-security/
https://www.yorku.ca/research/research-security/
mailto:rirwin1@yorku.ca

	A Safeguarding Research Overview and How-To��Crafting Successful Risk Assessments and Mitigation Strategies 
	Agenda
	Framing the Issue
	Policy Frameworks
	Sensitive Technology Research and Affiliations of Concern (STRAC) 
	NATIONAL SECURITY GUIDELINES FOR RESEARCH PARTNERSHIPS (NSGRP)
	How is Risk Assessed	�Know Your Research
	How is Risk Assessed�Know your Partner
	(How to) Know Your Partner�Due Diligence
	Risk Assessment
	Risk Mitigation Plans
	ONTARIO RESEARCH FUND
	Ontario Mitigating Economic and Geopolitical Risk�Declaration
	Ontario Mitigating Economic and Geopolitical Risk�Checklist
	Ontario Mitigating Economic and Geopolitical Risk�Text Box
	MCU Definitions 
	MCU Definitions (Con’t)
	Issues
	Intellectual Property Protections
	Safeguarding Research - Research & Innovation (yorku.ca) ����Rebecca Irwin�Director �rirwin1@yorku.ca 

