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Agenda

Issues Overview & How To (30 Mins)
1. Policy Overview

2. Risk Assessment Forms: HOW TO

[. Sensitive Technology and Research Affiliations of
Concern

IT. National Security Guidelines for Research Partnerships

III. Ontario Research Fund (Mitigating Economic and
Geopolitical Risk)

Research Awards Officer Perspective & Best
Practices: Soma Tripathi (15 Mins)

PI Perspective: Sunil Bisnath (20 Mins)

Q&A / Discussion (20 Mins)
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Framing the Issue

™ Reuters

Five Eyes intelligence chiefs warn on China's 'theft' of
intellectual property

The Five Eyes countries' intelligence chiefs came together on Tuesday to accuse China
of intellectual property theft and using artificial intelligence for...

i#h CBC
China 'compromised' Canadian government networks and
stole valuable info: spy agency
China-sponsored threat actors have infilirated at least 20 networks associated with
federal government: CSE.
i#» CBC
Laurentian University is being targeted by foreign hackers,
security chief says
State-sponsored hackers have been targeting Canadian universities to steal
researchers' intellectual property, the country's top cyber...
B Kharon | The Brief

Chinese Chipmaker Selling Military UAV Components to Iran
Has Footholds in U.S. and Canada

A Chinese satellite navigation manufacturer that sold electronics to Iran for military
unmanned aerial vehicles (UAVs) and missiles has wholly-owned...

Dec 22, 2022

M The Globe and Mail
Canadian academics involved in joint research with Iranian
counterparts on drone technology

Canadian academics have been collaborating with Iranian universities on drone
technology and other research that could benefit Tehran's...

NP National Post

Canadian company ‘deeply concerned’ that Iran may be
using its engines in war drones

Bombardier Recreational Products stopped sales to Iran in 2019, and says a string of
thefts of the engines is one possible explanation.

Nov 8, 2022

M The Globe and Mail

Newest Russian drones feature knock-off versions of
Canadian technology, Ukrainian officials say

Military scientists in Kyiv say newer versions of the Iranian-designed Shaheds no longer
use antenna equipment produced by Ottawa-based Tallysman Wireless.

Feb 29, 2024

ish CBC

National security cited as B.C. drone engineer's devices
seized

A B.C. Supreme Court judge has granted an extraordinary order to seize electronic
devices from a former employee of Burnaby, B.C.,-based company...
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Policy Frameworks

Sensitive Technology Research and Affiliations of Concern
(STRAC)

National Security Guidelines for Research Partnerships
Ontario Research Fund
Adjacent processes: NRC, Mitacs, etc.

International

*Many policies may impact a project

Developing Area

YORKIL,




Sensitive Technology Research and Affiliations of Concern (STRAC)

. @
ANYa

Applies to

Canadian Institutes of Health Research

(CIHR)

Natural Sciences and Engineering
Research Council of Canada (NSERC)

Social Sciences and Humanities
Research Council of Canada (SSHRC)

Canada Foundation for Innovation
(CFI)

Ontario Research Fund — Implications
Tri-Agency Guidelines
CFI Guidelines

o —
o —

STRAC Lists

List of Sensitive Technology Research
Areas STRA

List of Named Research Organizations

NRO

References

Policy

4

Attestation

Those named in a grant proposal that
relates to advancing a Sensitive
Technology Research area will now
sign an attestation regarding that
researcher’s current affiliation with an
NRO.

Tri-Agency Attestation
CFI Attestation

2k
“ala

Compliance

Grant recipients responsible for
ensuring that HQP aware of policy,
terms & conditions prior to joining
team.

Spot checks post award

Intentional omissions subject to
recourse based on the Tri-Agency
Framework: Responsible Conduct of
Research.

Termination of funding,
reimbursement, denial of all future
applications, and/or an academic
integrity investigation.

YORKIL,



https://www.nserc-crsng.gc.ca/InterAgency-Interorganismes/RS-SR/strac-rtsap_eng.asp#a11
https://www.innovation.ca/apply-manage-awards/resources-apply-manage-award/research-security
https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/sensitive-technology-research-areas
https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/sensitive-technology-research-areas
https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/named-research-organizations
https://www.nserc-crsng.gc.ca/InterAgency-Interorganismes/RS-SR/_doc/Attestation_e.pdf
https://www.innovation.ca/sites/default/files/2024-03/CFI-STRAC-Attestation-Form-EN.pdf
https://science.gc.ca/site/science/sites/default/files/documents/2024-01/1154-policy-strac-en-final-09Jan2024.pdf
https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/frequently-asked-questions-faq-policy-sensitive-technology-research-and-affiliations-concern

NATIONAL SECURITY GUIDELINES FOR RESEARCH PARTNERSHIPS
(NSGRP)

Assessment of industry partner(s)’ associations
* Risk Assessment Form (RAF)

* NSERC Alliance, CIHR Project Grant, SSHIRC
Biomedical Research Fund, CFI

Risks
- Affiliation to military, security
« Mishandling intellectual property / data

Process



https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/national-security-guidelines-research-partnerships/national-security-guidelines-research-partnerships-risk-assessment-form

How is Risk Assessed
Know Your Research

Section 1: Know Your Research

The purpass of fis section is to gather key indormation about your research. This formation will be used & assess whether the nature andioe Esabiity
of your research project could afiract e interest of foneign govemments, militaries, their proxes, and oiher organizations who may seek bo sl
ressarch parinerships 1o aocess research information, ressarch knowledge, and the resulting imtellsctual property and technology 1o facilate:
unauthorized knowledge transfer.

Ressarch areas that ane sensitive: or dual-use, in that they have military, inbsligence, or dual military'civiian applications, are more likely 1o present
nafonal security risks.

Answers 1o the following guestions will assist in delermining the overall risk profie of your ressarch project. Risk Assessment Forms are assessed on a
case-by.case basis, and answering “yes® o “unsure” io any of these questions is ot a determinant of a cenial of funding. For more information on the

risk assessment process, consult the Safeguarding Your Besearch portal
Ar\suzrheklnwng guesions o the best of your ability by using information that can be reasonably accessed twough open soures that are available

| YOU WOrking in a research ansa & related 1o . incllxing oritical mineral supply chains,
e Diver Cve Clmees
The Governmant of Canada has developed a Kst of nsidared crifical for the A iC SUCOESS
of Canads and ow alies and v position Canady as a isading mining nation.
1.2 Are you working in a research area that s dassded within one of the critical infrastructure seclors of the O"“ ON" Ol.lrnm
Hatonal Sirategy for Criical Infrasiruchurs a

Crifical infrastructune refers fo processes, sysisms, faciites, schnologies, netwarks, asssis and senvices essential o
the health, safety, securdly or scanomic weil-being of Canadians and the effective funcioning of govemment. The
MNabonal Sirategy categonzes criical infrasfruciune as infrasfruciune s supporfs any of e flloming fen seciors:

*  Enangy and utilifiss * Water
*  Finanoe *  Sakely
*  Food *  Manufactunng
*  Transporfation . and i ar
- —— s Health
1.3 Does this research project involve the use of parsonal data that could be sensitive? Q“‘ QN" Ol.lrnm

Personal data includes any infarmation, recorted or nof, about an idenifabie individual Personal data can include but

iz ot fimited o information relating o the ags; cuiture; disabiity; sducation: ethnicity, pender expression and gendsr

idertty; immigration and newcomer status; Indigenaus identty, languags; rewodversy: parental ststus e spansibity:

mdmmm.mmmmm:mdw fingerprints; medical, criminal or
isiary; i and homa address.

Personal data should be protecied by secunfy iate o the ity of Mre i ion. Same
personal dat (s inherently senstve (& g, healh and fnancial data, sthme and racal orgins, poltical opnons, and
genefic and hiametnc dats) and may require a higher degres of protection. The sensitiaty of ofhar fypas of personal
information can depend on the comiext or facfors such as how the persanal data is used and how much i revears about
an individual. This nformation will generaly be considered sensitve because of fre specific rsks o ndhaduals when
said information is colected. wsed or disclosed.

The sensiivity of o large dataset depends on the nature, fype, and siate of the infomation f contain, as well a5 baw it
mybenzdmmwrcr i the: event that 2 lesk wowld resulf in a breach in he privacy of research
opporturafies for expiorfation ar cosrcion; andir a reputational risk). Large datassts, especially §
be

¥
3 s, if hy indivitual, domeastic,

Infermational kevel could be considered nrhmmremmﬁm%nmnﬂ' sscunify considerafians.
T.5 /e you warking in a reseanch arsa that = related o 'or technology that are inclded an te " "

_mm|mjdm£w¢mm&mnmsmp Cives (C)de (Z)unsume
The ECL dafines which goods and technofogy are controlied far expont fram Canada fo atfer counines, regardiess of
mM:dwﬂymmmw.mmrmmthsaup-mmﬂ:mﬁpmym
must answer yes” io s question, whatfer or not youw plan io expart such fems fo someons culside Cana

mmmmmwdwmcmuhmnmwwmﬂmg

2 g tic =nm!)u£l°1
y\:mu:rhmgnarag ch area iha or T Annex A . -
af the National Securty Guideines for H.E::.ul:hpamuhq:u? (Cives (Mo (7)unsume
This anmex provides a list of sansithve research areas that may be updated perogically in sccordance with the svolution
of schnologies, the mifitary and i gy, and nabiona’ securily imperafives Thass
kdymnws:mbusammmmuﬂmmﬁnﬁau‘dﬂn mwgn’mmthmhrym or
dual miktarychalian apphcations. Applcants shauld st o thewr ing of any potential

appications of feir Eessarch fo srsess whetfer thair rssarch may be considered sensitve or dual-use.
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How is Risk Assessed e e e

Imowledge,
y and i sal property g from your research project. Your research can be an afiractive largel for those sseking 1o st=al, uss, and
adapt it for their own priarities and gains. In some insiances, ressanch could lead to advancements in the strategic, military, or inielligence capabilites of

Know your Partner e e

The following questions serve 2= a souwrce al information o assist in delermining the overall risk profile of your research partnership. Answernng “yes® or
“unswe” o any of these questions is nol a determinant of a denial of funding.

Armwer the folowing questions 1o the best of your ability by using information that is akeady availlable to you, your irstitution, or your pariner
organization|s), or thal could be reasonably acosssed through open sowrces. Tao furiber support iransparsncy and opsnness, you are encouraged fo
consull your pariner crganization|s) when answering thess questions. The Government of Canada may request mare information from your partner
organization|s) for the purposes of nalional security nsk assessment.

When answering these questk you must ider and include inf not only about :,rmrparlnefotgmnm:::lmabu themir relevant affilates.
Therefare, for the purposs of this section, the berm ‘pariner arganization’ also includes any affiiated parent org; s, idiaries, and joint
wentunes in Carada and abroad.

If your research parinership indudes several partner organizations, you must compleie one Risk Assessment Farm that oolleciively considers the risks.

associated wilh all pariner organizafions.

2.1 Are there any indications that your parirer organizationis) could be subjsct to foreign gowernment influence, ¥ F ¥
imterfarence or control? '-.:]" Jﬂo L era

Organizations that ans ed or subjesct o siafe-infusnce or inferfarence may be a key indicator of nan-
T infenast malivafions ifal could facitate unauthanzed knowledge iransfer in & mannar that cow'd harm
Camebsmhmmi}rrhremg*J&muwnﬁrsuzdbrqﬁeﬁuﬂx*&mﬁhq’adﬂmmmrar
L 1. Sarme fries have laws ar { mrmmm:mmmbemmmm
thair povernments io prowds i i b infa 1, research g, gy, and is ing
infaNeciual propady.
2.2 Are there any indications that suggest a lack of tr hical behawviowr from your partner
organization|s), thal may impacl e proposed mT:Lptq:ct’? .O'- Oﬂo .Du“m
indicafors of unaffvcal babaviour cowd include:
» ndividuals i with your h parinar organi V) ifhal frave Bean changed, admified guill or
baen canviched nf.ﬁnun,habcm.mwwpe orwrmnmymm
+ i paviner arganization thad has besn charped, admitied guil, or canvicled of indaill | property, copyright
or patant thalt in any junsoichion
i paviner arganization that has commitiad agal off reiatad bo impart or expart conirols andior
canfralled poods.

An indicator of lack of ranspanency could include information abouf unethical behaviour thal was nof disdlosed by powr
jpaviner arganizalions) and ifiatl yow uncovared by doing your own dus dilgence searches.

You should focus on avents fal cocuwmed within ife st fve pears and thass that look place prior fo fe st fve years
ifval may have a lasting impact je.g., an event that has brought the general reputahion of the partner organization infe
).

23 Are there any indications that an individual(s) involved in the reseanch project fom :,rmrpa.rinefaga.rnﬂml:ﬂ
could hawve conflicts of interest or affiliations $hat could lead %o unauthorized knowlsdgs ranefsr? .D'- O"ﬂ .Du“m

Risks can ongirale fFom parsonne) from your pavfnar arganizations) that are or wil be irvoked in the project,
paticolary i indivduals hawe real, parceived, or polental tes o foreign miftanes or govemmentz. You are ancouraged
fo wark wilf your pardner crganization bo ansue thad all real, parceived, or pafenfial conflicts of indenect and afflations

are appropralaly disclosed.

Respanses o fhis question sfould be fimifed fo indiwdua's associafed with the pariner organizafion wiha wil canfribufe

andfor have sccass fo pow research projact, s weall as Feir supendsors, managers and axeculives

2.4 Are there any indications that as a result of this ressarch project, your pariner crgani zabon(s} will or could
hae access to your research institution”s C: facilitios, , OF assats on campus, induding D'.‘ Oh .QUnm
imfrastructure that houses sensitive data?

Access to bolfy pirysical mmmmmmmkmmmmﬂmﬂmnwmw

fransfar outside the scope of Me research p i Whan ng this g jan consider the access pour pardner

oranizafion|s) mymbnwhmmﬂmsm wumrwmm:mmm specific project ar
fa any affer prmjachs) fhay ame warking an. Ezmﬂmnf.m)ﬂxhlnﬁsmyuﬂ.ﬂeummm punmpnew

access io controllad or resincled areas wilfun & facility, IT sysfems or ks, 5p d
material tha is warelaled fo this specific project.

Rafar o Quathons 1.3 and 7.4 for mane informafion an whaf consfiludes sensfive dada

This quesfion does not inciude siuadions where the paviner arganzationys) already fas lsgifimane access fo faciities,
relwarks, ar asseis an your campus/institubion as a resukl of aifver parinersiips or prajects, or whare the pariner
ovpanizafion/s) wowd gain sccess o facilfes inveisdad i research (& g receahional faciiifes).
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(How to) Know Your Partner
Due Diligence

Foreign government influence, interference or control Corporate website, Hoovers, Corporate Registries

Transparency / unethical behaviour such as: fraud, Google news, legal databases (World LII), google, OpenSanctions / Sanctions Explorer
espionage, corruption, IP theft, import / export control

evasions

(Registering IP elsewhere with clear ties to Canadian research)

Conflicts of interest / affiliation with military or Press release, google news, IP Databases, Academic Databases ( Scopus, Dimensions, etc.)
government (researchers, executives)

Operates in geographic areas where data and IP is News, Corporate website
vulnerable

RESOURCE: Conducting Open Source Due Diligence for
Safeguarding Research Partnerships

‘Partner organization’ also includes any affiliated parent organizations, subsidiaries, and joint ventures in
Canada and abroad. e

YORKIL,



https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/guidance-conducting-open-source-due-diligence/conducting-open-source-due-diligence-safeguarding-research-partnerships
https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/guidance-conducting-open-source-due-diligence/conducting-open-source-due-diligence-safeguarding-research-partnerships

Risk Assessment

Section 3: Risk Identification

The purpose of this section is to collect information on any risk factors that you have identified in the two first sections of the form. To support the risk
assessment process, your response must provide information on the source and nature of the risks.

For each “yes" or “unsure” response that you provided in the Know Your Research and Know Your Partner Organization sections, describe the
resources you utilized and the key findings you gathered.

You may add any other relevant or contextual information related to your partner organization(s) in this section. For example, list any concerns noted
during your due diligence process that have not been captured in a previous section of this form.

Maximum of 4,800 characters with spaces.

YORKIL,




Risk Mitigation Plans

Note: Must implement

Resource: What steps can you take to protect your research?

Build a Strong Project Team

*Agreement on research use
*Collaboration history
«Conflicts of interest

Non-Academic Partners

* Motivations aligned

- Governance
»Reputation risk

« History of collaboration

Cyber Security

-Data management / security measures
= Training
»Mutually Accepted Approach

Use of Research Findings

*How, What and When public
«Value of IP and how to Protect
«Commercial impact

«Grad students use

International Travel

* Risks to persons
* Cyber hygiene

YORKIL,



https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/mitigating-your-research-security-risks/what-steps-can-you-take-protect-your-research#3

ONTARIO RESEARCH FUND

1. Attestation process
Affiliation with Named Research Organization

2. Mitigating Economic & Geopolitical Risk Form

In sensitive research areas, Ontario conducts open-source due diligence
checks on all project partners covering previous two years to identify
association to entities of concern (beyond NRO).

a. Mitigating Economic and Geopolitical Risk Checklist (updated)
b. Research Security Guidelines and FAQs (new)

Process

YORKIL,



https://forms.mgcs.gov.on.ca/en/dataset/on00352
https://forms.mgcs.gov.on.ca/en/dataset/on00708

Ontario Mitigating Economic and Geopolitical Risk
Declaration

Pl and/or co-investigator Involvement with Foreign Entities

Does the Pl and/or any Mamed Researchers currently hold any position or role, whether paid or voluntary, at any
foreign government, foreign institutions, foreign military/defense entity, any foreign corporations, including their
Canadian subsidiaries and/or foreign community organizations?

No OO Yes O If yes, provide details below. Add rows as needed.

Name Entity Position Country

Is the Pl and/or any Mamed Researchers in the application currently in receipt of funding or In-Kind
Support from any foreign government, foreign institutions, foreign military/defense entity, any foreign
corporations, including their Canadian subsidiaries and/or foreign community organizations?

No O Yes O If yes, provide details below. Add rows as needed.

Name Entity Funding Amount ($CAD)|Country
(for In-Kind Support,
please convert to value

in $CAD)




Ontario Mitigating Economic and Geopolitical Risk

Checklist

Mitigating Economic and Geopolitical Risk Checklist

Plzase indicate if the activities lisied below have been undertaken for the project.

Building a Strong Project Team

Verfied all research team members’ professional histo
and assassed alignment with the research pricritizs for the
project.

| Yes

| No

| Mot Applicable

Review use of Research Findings

Assessed =xisfing or potential Conflicts of Interest or ‘fes
histarizal or existing Collaberations that would impeds o
Collaboration with any research team member in the
project.

| Ho

| Mot Applicable

Agreed to a project plan regarding how and when project
details will be shared including through publications,
conferences, teaching, mass media, social media and
personal communications.

| Yes

| No

| Mot Applicable

Discussed and agreed on clear goals and measures of | |¥es
success for the project.

| No

| Mot Applicable

Assessed the potential value of any project-related IP and
how to protect it.

| Yes

| No

| Mot Applicable

Discussed project risks internally and planned for their | |%¥es
mitigation, involving =xxtemal team members as
appropriate.

| No

| Mot Apglicable

Ensured all collaborators and pariners have agreed on
how to handle IP.

| Yes

| No

| Mot Applicable

Assessed whether the practices of Collaboration for e.g. L 1%es
the project's collaboratons) andfor collaborating
institutionis) are consi t with the applicant's standards
on ethics and research conduct.

| No

| Mot Apglicable

Discussed how restrictions on academic freedom or
commercial interests may impact the research project and
the communication of research results.

| Yes

| No

| Mot Applicable

Assess Private Sector Partners

Ensured all collaborators and pariners are comfortable
with the likely uses of any research results.

| Yes

| No

| Mot Applicable

Ensured the mativations of all partners are clear and L |¥es
aligned with the goals of the research team, ncluding any
expectations about intellzciual property.

| Ho

| Mot Applicable

Assessed if the partner's governance structure is | |¥es
transparent and whether the ultimate bensfiziary of their
collaboration on your project is clear.

| No

| Mot Applicable

Ensured all mechanisms exist that guarantee that any
graduate students involved in the project are. ahble fo use
the results to complete their studies.

| Yes

| No

| Mot Applicable

International Travel

Asseszed the reputstional risk associated with invehing | |%¥es
the partner.

| No

| Mot Applicable

Reviewed government travel advisories and register travel
o any countries associated with the research project.

| Yes

| No

| Mot Applicable

Explored if ather academics hawve had positive | |%¥es
experiences collaborating with this pariner.

| No

| Mot Apglicable

Asseszed whether the practices and contributions of | |%¥es
partner(s) are consistent with the applcant's standards on
ethics and research conduct

| No

| Mot Applicable

Assessed any potential risks to team members inregard.
Io human rights, particularly minority rights, in any country
where fravel is required for the project.

| Yes

| No

| Mot Applicable

Reviewed the cyber hygiene before travel.

| Yes

| No

| Mot Applicable

Cybergecurity and Data Management

Werified all team members have completed cyber hypiens L |¥es
and data management training.

| Mo

| Mot Applicalle

Reviewed the Travel security guide for university
researchers and staff.

| Yes

| No

| Mot Applicable

Assessed if data management and cybersecurity | |¥es
mescsures needed to adeguately protect research integrity
are in place across all parmers.

| No

| Mot Applicable

Focused on addressing divergent cybersecurity and dats | |%¥es
management practices and decided on 3 mutually
acceptable approach to securing the research project.

| No

| Mot Applicable

If professional or personal international travel is expected L |¥es
during the project, agreed to a protocol for device
management.

| Ho

| Mot Applicable




Ontario Mitigating Economic and Geopolitical Risk
Text Box

1. Declare / Detail “Risky” “Collaborations”: 2 Years prior — Project Completion

« Named Research Organizations

« Home — Chinese Defence Universities Tracker — ASPI (Very High, High, Med)
« US DoD List

e Sanctions

2. Know your Research

« Is your research considered “sensitive” (See NSGRP form)

3. Detail how risk assessed / mitigated using these headers

 Building a strong project team

Non-Academic Partners

Cybersecurity & Data Management C)
Use of Research Findings

International Travel

YORKIL,



https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/sensitive-technology-research-and-affiliations-concern/named-research-organizations
https://unitracker.aspi.org.au/
https://rt.cto.mil/wp-content/uploads/2024/07/FY23-Lists-Published-in-Response-to-Section-1286-of-NDAA-2019_clearedv2.pdf
https://sanctionsexplorer.org/

MCU Definitions

> Conflicts of Interest (CoI): May occur when Funding Beneficiaries have undeclared appointments, roles,
and any material relationship with a foreign entity.

> Conflicts of Commitment (CoC): May occur when a principal investigator’s (PI’s) time becomes
committed to two different activities or to the same activity that is funded by two different sources.

> Collaboration: Scientific collaboration including but not limited to collaborations involving co-authorship,
co-publication, co-hosting of international conferences, joint research, or joint funding recipients. This
may also include more formal relationships such as a memorandum of understanding, partnership, joint
venture, joint funding, joint degree/exchange program, graduate student supervision, visiting scholar,
or participation in a foreign funded talent program.

YORKIL,




MCU Definitions (Con’t)

>

Funding Beneficiaries: Any individual identified in the Ministry research funding program application who
would be a partial beneficiary of the funding, primarily: PI, other researchers on the research team (co-
investigators), industry and commercial partners, visiting scholars, students and staff who may also
potentially become Highly Qualified Personnels (HQPs).

In-Kind Support: Non-cash contributions in the form of a good or a service donation received by the PI or
any co-investigator(s). Examples may include, but are not limited to; lab equipment, consultation,
travelling tickets, and hotel accommodations.

Non-disclosure: When Collaborations, relationships involving funding or In-Kind Support, Conflicts of
Interest and/or Conflicts of Commitment are not disclosed in the application as required and the due
diligence uncovered material evidence to support the existence of any of the foregoing.

Relevant Period: for the purposes of research security evaluation including the Application Attestation
Form, the relevant period encompasses two (2) years prior to the date the Named Researcher signs the
Application Attestation Form through to the anticipated completion date of the proposed project.

YORKIL,




Issues

Open Science

The continuation of a collaborative research system where the
importance of all talent — domestic and international — is

acknowledged. Openness and security are not contradictory but

complementary and mutually reinforcing. G7

Implement Risk Mitigation Measures
both as a standard organizational practice ™.
and for individual research projects.

Q

Identify areas of risk activity by
conducting due diligence and ensuring
transparency and the disclosure of
relevant information

Research
Security
Me

(ntegrity

Integrity of

Establish Resources to promaote
" awareness and forums for dialogue and
G7 infarmation sharing on research security
across all research stakeholders

Best

Practices (@

Identity and share information on which
research areas are at risk

Research
Integrity
Measures

Research
—
Research integrity is the
. foundation of domestic and

intermattonal research

Bad Faith Actors
Engage in economic activities and behaviours that have adverse
economic strategic and/or national security implications for
research

RKLY




Intellectual

PROTECT YOUR RESEARCH /  ONTARIO

/ WHICH SECTORS ARE TARGETED?

« Technology

+ Biopharmaceuticals

+ Health

+ Transportation [Aerospace, Rail, Green Vehicles,
Maritime Equipment, Supply Chain]

« Academia

« Energy

«  Manufacturing

/ WHAT IS TARGETED?

+  Advanced research and equipment in STEM fields
+ Intellectual property

«  Critical infrastructure assets

+  Personally identifiable information
le.g. financial or health information]

+ Government information
+ Communications capabilities

More specific examples could include: designs; test
results; manufacturing or marketing plans; proprietary
formulas or processes; employee information; vendor and
supply information; software; investment data; corporate
strategies; access protocols; and patent or funding
applications.

/ WHAT METHODS ARE USED?

« Cyber Espionage

+ Human Espionage

+  Theft and Illicit Transfer of Technology & Know-How

+  Acquisition and Exploitation of Sensitive
Canadian Data

* Foreign Access and Control over Critical
Infrastructure

L Insider Threats

+  Hostile Foreign Investment
+ Reverse Engineering

+ Sabotage and Disruption

Property Protections

UNCLASSIFIED

* Exploitative Licensing Agreements
+  Elicitation

Flease note this listis not exhaustive.

/ HOW CAN | PROTECT MYSELF?

*  Identify your most valuable information and protect
it —don’t share unless essential

+ Enhance and regularly test or audit your cyber-
security policies and practices

+ Do your due diligence

* Vet your vendors, funders, partners, employees
and visitors

+ Promote a security-conscious culture

* Take a risk-management approach

* Employ strong physical security protacols

+ Ensure agreements, such as contracts or
partnership agreements, are equitable and
reciprocal, and that conflict resolution provisions are
enfarceable

+ Protect your assets

* Beware of unknown solicitations

* Contact autherities if you have concerns

J WHAT IS HOSTILE FOREIGN INVESTMENT?

While the vast majority of the foreign investment in
Canada is carried out in an open and transparent
manner, a number of State-Owned Enterprises [SOEs|
and private firms with close ties to a foreign government
and / or intelligence services can pursue corporate
acquisition bids in Canada or ather economic activities.
Corporate acquisitions by these entities pose potential
risks related to vulnerabilities in critical infrastructure,
control over strategic sectors, espionage and foreign
influenced activities, and illegal transfer of technology
and expertise. The involvement of SOEs or state-
linked enterprises in these investments may be covert
or concealed.

Protect

your IP

YORKIL,




Safeguarding Research -
Research & Innovation
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Rebecca Irwin
Director



https://www.yorku.ca/research/research-security/
https://www.yorku.ca/research/research-security/
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